The Emergence of Risks: Contributing Factors by Graham, John D. et al.
Report
international risk governance council
The Emergence of Risks:
Contributing Factors
international risk governance council The Emergence of Risks: Contributing Factors
P 2
Abbreviations used in the text:
????? ? ??????????????????????????????????
???? ? ???????????????????????
???? ? ?????????????????????
CO2? ? ??????????????
??? ? ???????????????????
???? ? ?????????????????????????
???? ? ???????????????????????????
????? ? ????????????????????????????????????????????????????????????????????
????? ? ?????????????????????????????????????
??? ? ??????????????????????
???? ? ??????????????????
???? ? ?????????????????????????????
???????? ? ???????????????????????????????????????????????????????
???? ? ??????????????????
???? ? ??????????????????????
?????? ? ????????????????????????????????????????
??? ? ??????????????
??? ? ?????????????
?????????????????????????????????
????????????????????????????????????????????????????????
???????????????????????????????????????????????????????????????????????????????????????????????????????
??????????????????????
international risk governance councilThe Emergence of Risks: Contributing Factors
P 3
Contents AbbreviationsPreface
Executive summary
I   Introduction
II  Definitions of terms
III The systems perspective
IV Recognising complexity
V  Why risks emerge: contributing factors to fertile ground
VI Twelve generic contributing factors to fertile ground
Factor #1:  Scientific unknowns
Factor #2:  Loss of safety margins
Factor #3:  Positive feedback
Factor #4:  Varying susceptibilities to risk
Factor #5:  Conflicts about interests, values and science
Factor #6:  Social dynamics
Factor #7:  Technological advances
Factor #8:  Temporal complications
Factor #9:  Communication
Factor #10:  Information asymmetries
Factor #11:  Perverse incentives
Factor #12:  Malicious motives and acts 
Conclusion and way forward
Glossary
References
Acknowledgements
About IRGC
02
04
05
08
09
12
14
16
18
18
22
24
26
28
30
33
36
39
41
44
46
49
53
54
58
59
international risk governance council The Emergence of Risks: Contributing Factors
P 4
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Factor #1:  Scientific unknowns  
Summary: Dealing with emerging risks almost 
inevitably  requires   dealing  with  scientific  unknowns. 
These unknowns (whether tractable or intractable) 
contribute to risks being unanticipated, unnoticed, 
and over- or under-estimated.
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VI  Twelve generic contributing factors to 
     fertile ground
The twelve contributing factors
Factor #1:  Scientific unknowns 
Factor #2:  Loss of safety margins 
Factor #3:  Positive feedback 
Factor #4:  Varying susceptibilities to risk 
Factor #5:  Conflicts about interests, values 
                and science 
Factor #6:  Social dynamics 
Factor #7:  Technological advances 
Factor #8:  Temporal complications 
Factor #9:  Communication 
Factor #10: Information asymmetries 
Factor #11: Perverse incentives 
Factor #12: Malicious motives and acts
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When dealing with unknowns, it is 
important to identify if and how knowledge 
can actually be usefully developed in the 
decision-making time frame.
Scientific unknowns related to sea level rise and its consequences 
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Factor #2: Loss of safety margins  
Summary: The level of connectivity in many of 
today’s social and technical systems is greater 
than in the past and the interconnections are 
increasing. The pace at which these systems 
operate is becoming faster and many are operating 
under higher levels of stress. This can lead to tight-
coupling of components within systems and to loss 
of safety margins – a loss of slack or buffering 
capacity that leaves systems more vulnerable to 
disruption and thus increases the likelihood that 
new risks will emerge.
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Analysis of what can be done to increase 
system resilience can lead to improved 
risk prevention.
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Factor #3: Positive feedback  
Summary: Systems exhibiting positive feedback 
react by amplifying a change or perturbation 
that affects them. Positive feedback tends to be 
destabilising and can thus amplify the likelihood or 
consequences of an emerging risk. 
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Interconnectedness in Megacities
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If positive feedback dominates 
within a system, this may require the 
implementation of additional safety 
features to limit amplification effects.
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Arctic warming and the importance of ice-albedo feedback  
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Factor #4: Varying susceptibilities 
to risk  
Summary: The consequences of an emerging risk 
may be different from one population to another. 
Geography, genetics, experience and wealth are 
just some of the possible contextual differences 
that create varying susceptibilities to risk.
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Analysts must not only survey existing 
variance in risk susceptibility, but 
remain aware of how susceptibilities 
can change over time.
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Susceptibility to loss of life and property from earthquakes  
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Factor #5: Conflicts about 
interests, values and science   
Summary: Public debates about emerging risks 
seldom witness a clear separation between 
science, values, and interests. The conflicts that 
result have the potential to contribute to fertile 
ground for risk emergence or amplification. For 
example, emerging risks may be amplified when 
efforts to assess them and take early management 
measures encounter opposition on the grounds of 
contested science or incompatible values.
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When emerging risks involve conflicts, 
efforts should be made to clarify the 
underlying interests and values of 
involved parties.
Genetically modified crops in India
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Factor #6: Social dynamics   
Summary: Social change can lead to potential 
harm. In other circumstances it can attenuate 
potential harm. It is therefore important for risk 
managers to identify, analyse and understand 
changing social dynamics.
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While often not directly controllable, 
social dynamics may sometimes be 
influenced in a way that allows for the 
prevention, mitigation or adaption to 
emerging risks.
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Factor #7: Technological 
advances   
Summary: Risk may emerge when technological 
change is not accompanied by appropriate 
prior scientific investigations or post-release 
surveillance of the resulting public health, 
economic, ecological and societal impacts. Risks 
are further exacerbated when economic, policy or 
regulatory frameworks (institutions, structures 
and processes) are insufficient, yet technological 
innovation may be unduly retarded if such 
frameworks are overly stringent.
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Natural resource stress and social dynamics
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Cooperation between actors involved 
in technological advancement and 
regulation must be sought.
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Factor #8: Temporal 
complications    
Summary: A risk may emerge or be amplified if 
its time course makes detection difficult (e.g., the 
adverse effects of the risk only become evident 
after a long period of time) or if the time course 
does not align with the time horizons of concern to 
analysts, managers and policymakers. 
????????????????????????????????????????????????????????
????????? ??????? ?????????????? ???? ??????? ????? ???? ?? ??
?????????????? ??????????????????????????????????????? ????
??? ????????? ??? ??????????????? ????????? ???? ????? ??? ???? ??????
?????????????????????????????????????????????????????
????????? ???????????????????????????????????????? ???????
??? ?? ?????????????????? ?????????????????? ????????????
????????? ?????????????? ???????? ??????? ?????????????? ????
????????????????????????????????????????????????????????????
?????????????????????????????????????????????????????????
??????????????????????????????????????????????????????
?????????????? ??????????????????????????????? ???????????
??? ????? ?????????? ?????? ???? ?? ?? ??????? ??? ?? ????? ???
????????????????????? ??????????????????????????????????
?????? ????????????????????????????????????????????????
?????????????????????????????????????????????????????????
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???? ?????????? ????? ???????????? ??????? ???? ?????? ????
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?????????? ??? ?????? ????????? ?????? ?????? ?? ?? ???????
???????? ????????????????????????????????????????? ?? ??
????????????????????????????????? ????????? ?????? ??????
Anticipating how an emerging risk will 
evolve requires an understanding of its 
time course and thus the risk profile 
needs to address temporal issues.
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Long-term fiscal risks in aging societies
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Increasing vulnerability to solar storms 16  
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Factor #9: Communication    
Summary: Risks may be complicated or amplified 
by untimely, incomplete, misleading or absent 
communication. Effective communication that is 
open and frank can help to build trust. In many 
cases, such communication can attenuate, or 
lead to better anticipation and management of, 
emerging risks.  
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Effective risk communication 
channels can be a valuable tool for 
gathering information and aiding 
early anticipation and assessment 
of emerging risks.
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Trust in Toyota Motor Corporation  
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Factor #10: Information 
asymmetries    
Summary: Information asymmetries occur 
when some stakeholders hold key information 
about a risk that is not available to others. These 
asymmetries may be created intentionally or 
accidentally. In some cases, the maintenance of 
asymmetries can reduce risk, but in others, it can 
be the source of risk or the amplification of risk by 
creating mistrust and fostering non-cooperative 
behaviours. 
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The identification and evaluation of 
information asymmetries is important 
in the governance of emerging risks, 
and thus should be considered in a 
risk profile.
The financial crisis of 2007-08  
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Factor #11: Perverse incentives    
Summary:  Perverse incentives are those 
that induce counterproductive or undesirable 
behaviours, which lead to negative, unintended 
consequences. Such incentives may lead to the 
emergence of risks, either by fostering overly 
risk-prone behaviours or by discouraging risk 
prevention efforts.
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Since incentives for risk taking 
are largely within the control of 
society (public and private sectors), 
misaligned incentives can be 
addressed through regulation and 
other policy measures. 
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Melamine-contaminated milk in China 18 
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Factor #12: Malicious motives 
and acts    
Summary:  Malicious motives give rise to emerging 
risks and therefore practitioners need to consider 
intentional as well as unintentional causes of 
risk. Malicious motives and acts are not new, but 
in a globalised world with highly interconnected 
infrastructures (e.g., trade agreements and 
information and communication systems) they can 
have much broader-reaching effects than in the 
past.
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While a 100% prevention rate is 
practically unachievable, mitigation 
and adaptation efforts can 
nevertheless attenuate negative 
consequences.
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Conclusion and way forward
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Strategies to deal with the contributing 
factors and the emergence of risks
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??????????????????????????????????????????????????
? ??????????????????????????????????????? ?????????
?????????????? ?????????? ???????????????????????????
???????? ??? ??? ??????? ??? ???? ????????? ?? ??? ???
?????????? ????????? ??? ????? ????? ??? ???? ??????? ???
???????????? ????????????? ??? ????????? ??? ??????? ?????
???????
?????????????????????????????????????????????????????????
???? ??????? ????????? ??? ??? ?????????????? ???????????
?????????????????????????????????????????????????????????
??????????????????????? ? ??????????????????????????
???????????????????????????????????????????????????????
????????????????????????????????????????????????????
?????????? ???? ?????????????? ???? ?????????????? ???
?????????? ?????????????????????? ????????????????????
???????????? ??????? ?????????? ??? ????????? ??? ?????
??????????? ?????????? ????? ???? ????????? ???????????
??????????????????????????????????????????????????
?????????? ?????? ????? ?????? ?????????? ??? ???????
????????? ??? ?????? ??????? ???? ????? ? ????????? ???
????????????????????????????? ???????????? ???????????
??????????????? ???????????????????????????????????
?????? ?????? ??? ????? ??????? ??? ????????????????? ????
??????????????????????????????????????????? ????????
A tolerable risk profile 
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1. Is the factor
Are actions taken to attenuate the role 
of the factor?
amplifying
attenuating
2. Is the factor
Are actions taken to control the factor?
uncontrollable
controllable
3. Is the factor
   dependent on
Are actions taken to 
reduce/attenuate the likelihood and ??
severity of the risk?
avoid the neglect of the risk ??
emergence by managers?
technological dimension
social/psychological 
dimension
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Overcoming obstacles to emerging risk 
anticipation and management
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